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Software Security is

a Big Problem
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18 OCT 2017 | NEWS

Report: 88% of Java Apps‘'Vulnerable to Attacks
Known Security Defects

Michael Hill »

Email Michael Follow @MichaelInfosec

A new report from CA Veracode has exposed the pervasive risks companies face from
vulnerable open source components.
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New bug neutralizes latest Java security updates

New security vulnerability bypasses the Java plug-in's protection
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Teen Becomes First to Earn $1M
in Bug Bounties with
HackerOne
o the all-time top-ranked hacker
1e's leaderboard, out of more

,000 hackers competing for the

Tara Seals

Java’s new security settings, designed to block drive-by browser attacks, can be MORE LIKE THIS

bypassed by hackers, a researcher announced Sunday. What the Latest Java flaw really me

Researchers find serious flaw in lat(
JRE for desktops, servers

The news came in the aftermath of several embarrassing zero-day

vulnerabilities, and a recent commitment by the head of Java security that his
team would fix bugs in the software.

Two-year-old Java flaw
emerges due to broken
patch
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More about Java security

RSAC 2019: Container Escape
Hack Targets Vulnerable Linux
Kernel

e Why it's time to deprecate the Java Plug-in
o After silence on Java flaws, Oracle now says it cares

e InfoWorld's Security Adviser
A proof-of-concept hack allows
. .

The Java security provisions that can be circumvented were introduced last
December with Java 7 Update 10 and let users decide which Java applets are
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Health records 'put at risk by security
bugs’
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RSAC 2019: Microsoft Zero-Day Allows Exploits to
Sneak Past Sandboxes
Researchers say that Microsoft won't issue a patch for the issue.

Tara Seals

BSides SF 2019: Remote-Root
Bug in Logitech Harmony Hub
Patched and Explained

Users of Logitech’s Harmony Hub get
long-awaited answers about the critical
bugs that left their home networks wide
open to attack.
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W Svs%ems are.
ulherable?

o We "lknow" how to code securely

o Follow the rules: CERT, Oracle, ..

o Technical advances: bypes, memory safety
o Bub we still fail too often!
o Roolt causes

o Coding instead of engineering

o Humain Limitations

o Unusable tools



Our Approach: Usable
Architecture-Based Se&uri&v

Secure svsﬁems
cievempmemﬁ

o

Engihneering: USQbLu&-jz
An architecture/design A human perspective
Parsper:&ive | Xiis

ﬁOTMO\L MOd@.LLEMﬂZ‘P A mabkhematical Perspet:&ave



The Wyveri
Programming Lanquage

o Designed for se«:ur&&v and
Praducﬁvi&v from the ground wp

o (reneral purpose, buk emykasisiv\g)\
web, mobile, and IoT apps

hitp: //wyvernlang.github.io/
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The Wyveri
Programming Lanquage

o But you might ask: "Isw't there a trade
off bebween securily and pradut&v&v?

Seaur&&v

o What s Wajverws secrel sauce?




STATIC




shifting the
Tradewfﬂf Curve

Better expressing and enforcing design could
fuhciamev\&altv shift the tradeotf curve

Seaur&&v

. EL SR, V.
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@ Desigin qoals
o Sound; moderin langquage desigin

o Type- and memory- safe, mostly
functional, advanced module system

o Incorporate usabit&&v principles

o Security mechanisms built



Hello, world!

require stdout

stdout.print("Hello, world!\n")

10



SQL Command

In jection

HI, THIS IS

YOUR SON'S SCHOOL.
WE'RE HAVING SOME
COMPUTER TROUBLE.

OH, DEAR - DID HE
BREAK SOMETHING?

INAWAY
!
ﬁm

11

DID YOU REALLY
NAME YOUR SON
Robert'); DROP
TABLE Students;-~ 7

~ OH.YES UTTLE
ROBRY TARLES,
WE CALL HIM.

\%m

WELL WE'VE LOST THIS
YEAR'S STUDENT RECORDS.
I HOPE YOURE HAPPY.

AND I HOPE
- YOUVE LEARNED
TO SANMIZE YOUR
DATABASE INPUTS.




SQL Injection: a
Solved Problem?

PreparedStatement s = connection.prepareStatement(
"SELECT * FROM Students WHERE name = ?;");
s.setString(l, userName); '

S.executeQuer : — L u -
Q YC) : i‘-’»‘;tt &h’é_ k&{g ?repare. a s&a&emem&

o Evaluation
4/?@ Usability: unnatural, verbose

. o Desigh: string mamipum&om tay&urﬁs domain F’OOTL?

-lh-. | [P, ‘:;‘/‘\‘
p ez,
o)

,, @ Language semantics: largely Llost - just strings

o No E'jpe. checking, IDE services, ..
12



Wyveri: Usable
Secure ?rogrammw\g

o A SQL qu,erv LA vaerv\: : m&radw&es a c!\c»mm,w-
. sFem«ch language (“DSL) on the
connection.executeQuery(~) AR Mx& m&@\&e_d lines

SELECT * FROM Students WHERE name = {studentName}

Semo\\r\hcattj nck DSL. Can provude Ejpe Safetj mcorporo&es djV\QMLa do&a -—"'
che«cmv\g), Sjv\Eax hughtugkf:ms, au&acompt&&e, “ as c:(.a?:a, y\of: a tommand |

o Claim: the secure version mwore natural
and more usable

@ No em[airmai evaluation, 3@.&

i Cyrus Omar
Assistant Professor (Sep. 2019-)
Computer Science and Engineering
University of Michigan 13




Technical Challenge:
Syntax Conflicts

o Languaqge extensions as libraries has been bried
before
o Exampi.e: Sugard/Sugar* [Erdweq et al, 2010; 2013]

Is L&XML ér HTML?’ . ‘
import XML, HTML w

val snippet = ~

How do I <b>parse</b> this example?

14



Suntax Cownflicks:
vverhs 5 o- Luhov\

val snippet : XML =

How do I <b>parse</b> this example?




Technical (..hau.ev\,ge*
SQMQ@'\E L S

ie k &é} ﬂiﬁft& :ff; ustom *fl-:ﬁlliﬂf at coy

A‘I“{yﬁj¢&§¢s$if.w~ ’

import metadata SQL
val connection = SQL.connect(...)
val studentName = input(...)

connection.executeQuery(~) g
SELECT * FROM Students WHERE name = {studentName}

M}U \V/el -.’;q.,,,\a} DA e SQL extension has access
ubstitu AP vartables and Eheir types tn

2ners ﬁ’i }s* ‘i.li» @«"" '

Wyveri host Lahguage




Example base language

URL TSL
HTML TSL
serve : (URL, HTML) -> () CSS TSI,
String TSL
serve ( products.nameless.com , ~) SQL TSL
:html
: head
:title Product Listing
:style ~
body { font-family: %bodyFont% }
:body

:div[1d=%“search”]
{SearchBox (“Products”) }
:ul [1d=%“products”]
{items from query (query (db,
<SELECT * FROM products COUNT {n products}>)) }



How do you enter
and exik a TSL?

o In the base lanquage, several inline delimiters

can be used to create a TSL Literal:
here, ~ "i1nner backticks =~ must be doubled"

here, '"'lnner single quotes'' must be doubled’
here, {i1nner braces} must be balanced}
here, [1nner brackets] must be balanced]

here, <lnner angle brackets> must be balanced>

o If you use the block delimiter tilde (™), there are

no restrickions on khe subsequem& TSL Likeral.

o Indentation ("Lavouﬁ") determines the end of
the bloclk

1%



How do you associate
a TSL with a Ewe?

casetype HTML =

Text of String
| DIVElement of (Attributes, HTML)
| ULElement of (Attributes, HTML)
|
metadata = new : HasParser
val parser : Parser = new
def parse(s : TokenStream) : ExXpAST =

(* code to parse specialized HTML notation ¥*)

objtype Parser =

def parse(s : TokenStream) : EXpAST

casetype ExpAST =

Var of ID
| Lam of (Var, ExXpAST) | Ap of (Exp, Exp)
| CaseIntro of (TyAST, String, EXpAST) |

19



W!«v ok associake a

grammar with a type?

casetype HTML =

Text of String
DIVElement of (Attributes, HTML)
ULElement of (Attributes, HTML)

metadata = new : HasParser [ g o o v oS o) 2 e
val parser : Parser = ~

start ::= Y“:body” children::start
‘HTML .BodyElement (([], %children%))

Quotations are TSLs for ASTs!




TSL Benefits

o Modularity and Safe Composability

o Identifiability (easily see which DSL
due to expected Ejpe)

o Simgtici&v

o F?Lex&bili;ﬁj (whitespace delimited
blocks => arbitrary syntax)

1l



TSL Limiktakions

o Decidability of Compilation

o No editor suppor& (a:ommg?)

R2



Our Approach: Usable
Architecture-Based Se&uri&v

g DSL suppor% LA
" ije‘rm

o

Englheering:

Express desigh it

Usabiiiﬁjz
Natural syntax, enabling

domain-specific way IDE support

Formal M(}d@.ttib‘\gf Type sa{e&v, variable hygiene, conflict-free extensions
/ 23



A 0ld Idea:
Lavereci Architectures

[ Dijkestra 196% ]
o Lowest layer: an unsafe, low-level | - Cos
Library - Application Code

o Middle Laje.r: a higher-level
framework

) Top Lajer: the apptitaﬁiom

o Code must obey strict layering Safe Mgh-tévet i"framewnrk

o Many variants: e e e
o Secure heltworking framework $

o Safe SQL-access Library Unsafe Low-level Librm‘v

o Replicated storage Library

RQ: Can we use capabilities to enforce layered resource access?

* CapabitiEj: an unforgeable token controlling access ko a resource [Dennis & Van Horn 1966
24




Architecture: ‘Primaapiﬁ.
of Least Privilege (PolL?)

o Every module must be able ko
ACCess c;:-mi.:;; the resources
necessary for its legitimate
purpose [Saltzer # Schroeder
75 ]

All olther apptiédfzioyg code

~ Safe SQL DSL. Library

o Architectural layering example: ‘& w
OML:j SO‘¥Q SQL Labmrv may
access the low-level SQL

String-based SQL Library
interface

RE



Module Linking as

Architecture

require db.stringSQL

application.run()

‘Tc:« access external resources Lilze o da&abase,

main requires a capability from the run-time

.' Sjsfzem A capabut&v is an unforqeable Eoke.sr\

X

R Cov\&rauw\g access ko a re.saurae_‘

stringSQL

RE



Module Linking as
Atk &@zc& ure

JUQ v

require db.stringSQL

import db.safeSQL

import app.sqlApplication

val sql = safeSQL(stringSQL)

val application = sqlApplication(sql)

application .run() stringSQL

We must instantiate a sqlApplication object, passing it
the resources it heeds. We pass ohly a capability to

A ii SR e 6 ;




safeSQL : db. lﬂ"vﬂé}

require db.stringSQL

import db.safeSQL

import app.sqlApplication

val sql = safeSQL(stringSQL)

val application = sqlApplication(sql)

application.run()

module def safeSQL(strSQL : db.StringSQL)

// implement ADT in terms of strings

i34 --,-."
L ?
U ‘
e 3
e -
£

M()Ciu,i.@. LLM‘{QMS QS '

stringSQL



How Hard ko Linke it
ALL Up? .l

o Most Wyvern modules don't have state, can be freely imported to 05 resource.

o Statically tracked: stateful modules/objects and resource bypes

resource type File
def write(s : String)

type SetM
resource type Set : | » | e |
3 o o déllzv . Int) Type of modules is pure; ho static ‘s&a&e'_‘.'Ob  jects

def isMember(v : Int) : Bool created by module may be stateful rescﬁzarces,v_&kbugk.

def makeSet() : Set

module setM : SetM :
Resources must be passed in; pure

module def client(aFile : File) LA GIos con Jjust be E,mporkeci.

import setM ...

8 resource EW‘ES ta[a&ure skate or s‘jsﬁem access: obther Ejpes do not

o Useful design documentation; e.q. MapReduce tasks should be stateless

o Supports Powerfui equational reasoning, safe concurrency, etc,

9



Checking Poll¥ wikth
fhects

// in signature of the rawSQL module The unsafe SQL iibra\rj defiﬁes
effect UnsafeQuery , an UnsafeSQL effect 5

type Connection b Qu,er'j opé_raﬁmhs have ain
def connect(...) : Connection | s UMSQ‘FQQ”’;@'} E‘F“FQC&; a0

def query(q:String) : {UnsafeQuery} Data

Error: getDatal) must declare
// client code effect rawSQL.UMsafaQuer:j

def getData(input : String) : Data

rawSQL .query("SELECT * FROM Students WHERE name = '" + 1input + "';")

b

NB! In Wyvern Effect is a

| vé";Has é¥§e¢& r@mSQL‘Umsa¥eQuerv |
"f?;esoumte..ﬁpem&mw‘ pair.

30



fhects

// in signature of the rawSQL module The unsafe SQL Librm‘j d@finas
effect UnsafeQuery , . T - ah UnsafeSQL effect

type Connection o Quer'j opé.ra&i.oms have ain
def connect(...) : Connection ._ Uhs&‘fe@z“;er'j e‘fﬂfea&, |
def query(q:String) : {UnsafeQuery} Datd

ALL d@mgeﬁms code marked
// client code |  with effect
def getData(input : String) : {rawSQL.UnsafeQuery} Data

rawSQL .query("SELECT * FROM Students WHERE name = '" + 1input + "';")

b

NB! In Wyvern Effect is a

| Has effect ro_;mSQL‘UmswfeQuerv r
"Qesour&e.@pma&ian" Fai‘m

31



fect Abstraction

o Issue: won't users of the safeSQL Library have an UnsafeQuery

effect if sofe SQL is builk on rawsSqL? '
fac st 5o The safeSQL functor

. uses a rawsSQL module

module def safeSQLCrawSQL : RawSQL) : SafeSQL

type SQL Defines a SQL ADT with
- metadata for parsing
metadata ... |
abstract effect SafeQuery = rawSQL.UnsafeQuery The ‘SafeQue.r'j effect is

defined ih terms of
UhswfeQu,ef'y. This
definition is abstract -

hidden from clients,

def query(SQL) : {SafeQuery} Data

Now clients h"a(vg. effect
safeSQL SafeQuery

Q: Can't any Libro\rv do this, potentially hiding unsafe queries?

A: Potentially, but can mechanically checle only trusted Libraries do so
32



Client Code

o Iswt it o pain to declare all these effects? -
Safe SQL DSL Library

o Case in point: exception specifications in Java

o We con bound a module's effects by its capabilities

o No need ko effect-annoctate the module

o Does assume capabiliby-safety (cf IS Frozem Realms)

~ Client can have effect
sa{aSQL;Sa\{:eQuerv (and nothing else)
module def client(safeSQL : SafeSQL) : Client

import ... If safeSQL defines higher—order functions, make
5 . sure the arqument is allowed to have the
Imports may ot be SafeQuery effect (cf contravariant subtyping).

resources - ho effects, 33






ImPorRMg »H:ec&
Unannoctated Code

For import, we want a rule of the form:

(e-IMPORT)

[+ import(es) X =&ine:--- with ---

e What type and effects does the import expression have?

e What assumptions do we need?

36



ImFmrEng uﬁfﬂfe.c&
Unannoctated Code

[+&:7with e X:erase(T)Fe:r
(e-IMPORT1)

[+ import(es) X = @ in €: annot(7,es) with es U ey

@ Assume arbitrary type and effect for e.

@ Must be able to type e, given just that x has type 7,
to ensure e uses only the capabilities provided to it.

@ e is unannotated while 7 is annotated, so we erase the
annotations from 7.

@ e has type » — but 7 is unannotated, so we annotate with €s.

@ Evaluating e has all effects in £ and eg.

36



ImPorRMg »H:ec&
Unannoctated Code

Twitheq X:erase(T)FHe: T effects(T)Ce
L () ()€ es (e-IMPORT2)

import(eg) X = € in €: annot(7,e5) with e U &1

@ First version allows any capability to be passed to e.
@ Restrict @ so that its effects are contained in «s.

@ effects collects all the effects captured by its argument.

effects({r})={rw|rer,mell}
effects(fy —c To) = effects(fy)UeUeffects(7)

37



ImPorRMg »H:ec&
Unannoctated Code

[H&:7withey effects(?)Ces

ho-safe(7,es) X:erase(f)hFe:r
(e-IMPORT3)

[+ import(es) X = & in €: annot(r,es) with e Ue;

effects({r})={rn|rer,mell}
effects(7y —¢ T2) = ho-effects(fy)UeUeffects()

ho-effects({r}) =9
ho-effects(fy —¢ 7o) = effects(71) Uho-effects()
@ Need to distinguish “direct” effects from “higher-order” effects.

@ And ensure safe use of resources: imported capabilities must be
expecting the effects they are passed by unannotated code.

3%



ImParﬁiv\g »H:ec%
Unannoctated Code

effects(7)Uho-effects(annot(r,d)) C e

[+&:7withey ho-safe(f,es) X:erase(f)he:r
(e-IMPORT)

[+ import(es) X = &in e: annot(7,es) with eg U ey

39



Our Approach: Usable
Architecture-Based Se&uri&v

Effects and
)N capabilities in

ijew\

Englneering: ﬁ Usabétiéjz
Architectural restrictions Bound effects based on
ol resource use architecture

Formal M(}dﬁiiiﬂgf effect- and capability- safety, effect bounds
( o



Questions?

Pittsburgh, PA, USA Wellington, NZ

M
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