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Example 1: Coalgebraic Unfoldin 4
[HasuopUrabe Shlmlz% etal.) & @ @

Example 2: Nonstandard Transfer
(Suenaga, Hasuo, Sekine, Kido et al.]
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[Kura+, TACAS'19] [Phalakarn et al., CAV'20] % 51 (whitebox) unknowns
EITRREE, E=XxYU VT N unknown
[Waga+, CAV'19] % fl(Z AR unknowns formal
_ L blackbox
P—FR—Z TR +RE - BEES —s unknown -
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* Qualitative questions
* Pr(Reachc) =71 (almost sure reachability)
* Pr(Reachc) >=7 a (threshold reachability)

* Quantitative questions
* Pr(Reachc) >= ?? (lowerbound, “verification”)
* Pr(Reachc) <= ?? (upperbound, “refutation”)
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[Baier & Katoen 2008, Chap. 10]
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P=0.3 P=0.7 E
go

o
back :

wait

Stochastic game (2.5 players).
(Subsumes MDP (1.5 pl.),
Markov chain (0.5 pl.))

* Programs with 1 z:=m
* random assignment 2 while z >0 do

3 if prob(p) do
x := Gaussian(0, 0.2) 4 zi=x—1
‘ 5 else
* probabilistic branching 673 fiw =z +1
8 od

if prob(0.2)

e (say, m = 16 and p = 0.2)
* (also nondet. assignment

& branching)

Probabilistic programs (without conditioning)
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stopping time @ tail probability @ guaranteed upper bound

prob.

Pr(T > 100) < 77 “100" IZFT 5D
M —— deadline
tail probability

¥ step

100
E%T?%}EE [Chakarov & Sankaranarayanan, CAV'13]% .
ranking supermartingale (~ 7 > 7B 0O#EXRRR) + Markov
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Ti=m
while = > 0 do
if prob(p) do
r:i=x—1
else
r:=x+1
fi
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od
(say, m = 16 and p = 0.2)
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upper bound execution time 0.2

E[T] < 68 0.024 s k — 5

E[Tz] < 3124 0.054 s 0 ‘

E[T°] < 171932 0.089

R S Joeerre | oae: 0 20 40 60 80 100120 140
E[T%) < 1048131068 |  0.191 s deadline d
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[Phalakarn, Takisaka, Haas & Hasuo, CAV’20]

o WFER : FEEK B4 — L Car vs. pedestrian in Stochastic Game

nondeterminism

+ adversary’s demonic
nondeterminism
+ probabilistic branching
« "2.5-player game”
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EF)L [: Controller’s state

e« F—bFw bV
Pedestrian’s
action

+ controller’'s angelic
Pass

s O Adversary’s state Car’s action
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« BEFEF %1 ¢ Value iteration (VI) (2 & 2 FTEUERE [Condon, 18C '92] (ESEIEMANS
— Bellman operator IZ & % Kleene K& (AX)




BRI 2 © BRS — LOMENERE w

[Phalakarn, Takisaka, Haas & Hasuo, CAV’20]
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« FRICOWTIE, HEIC,
Bellman update I & 2 Bff{ci&%
Kleene &1E

Bound update via estimated strategy

L=0.5
1=0.5>0.8

1=0.8

1=0.1

Back-propagate the value of L
along the transition arrow

Reachability |

prob.

4

True value

1 2 3 4 5 No. of

iterations

« FRICOWTIK, BAIERIIL—TICOoh 50T, bbby —LzSib L7
EAMTET 7 72BYUINICHE/RL T, £ 2 T widest path problem % f##<

Local propagation
- —>VI “misjudges”

) — P=0.5 |

P=0.5

=4

P=0.5

(Global propagation
: is not fooled by ECs!
wait
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[Phalakarn, Takisaka, Haas & Hasuo, CAV’20]
Experimental result

L . o - K+, Ver.1]|[K+, Ver.2]| [K+, learning] Our alg.
model Param. zstates z¢trans  #EC itr time(s)| itr time(s) itr visit% time(s)|| itr time(s)

mdsm 3 62245 151143 1{]121 31121 4117339 49.3 151120 5)
] 4 335211 882765 1{1125 15(125 47(91301 42.1 86124 38

) 8842 60437 4421 7 77 1] 167 6.9 14} 7 <1

cloud 6 34954 274965 17477| 11 177 11 ) 41 0.6 3l 11 1
7 139402 1237525 69701} 11 { 19721) 11 62 41 0.2 4/ 11 5)

3 12475 15228  2754| 2 <l| 2 <1| 972 49.0 137) 2 <1

teamform 4 96665 116464 19800 2 <l| 2 <1| 4154 34.6 | 9603 2 <1
5 907993 1084752 176760 2 <l| 2 <1 TO 2 <1

investor 50 211321 673810 29690|/441 184|441 249 TOJ 364 48
vest 100 807521 2587510 114390((801 3318 OOM TOJ 688 736
500 1004 3007 o02|| 6 7 6 7 TOY 5 <1

manyECs| 1000 2004 6007 1002 6 ol| 6 ol TO ) <1
5000 10004 30007 5002 SO SO TO 5) <1

[K+] Kelmendi, E., Kramer, J., Kretnsky, J., Weininger, M.: Value /teratl@?forﬂmp/e stochastic games: stopping
criterion and learning algorithm. Proc. CAV 2018

Slow/failure
sometimes

Stably fast

14
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[Phalakarn, Takisaka, Haas & Hasuo, CAV’'20]

- BEFH (BB  LRIOVWTE, BAEEIEIL-TICohFE50T, bbby —L%xH
KU LT-EATET T 72 @BYICHERK L T, £ Z T widest path problem % fi# <

( .
Local propagation Global propagation
- —>VI “misjudges” 't is not fooled by ECs!
wal

04 back P=0.5
s R As2 I
go P=0.5

L] %ﬁg}” 1 . L: complete lattice, f: L — L monotone ° %QEJ” 2 .
Z:Ej] /Iﬁ\ EE Eﬁ 0) Thm. (Knaster-Tarski) Thm. (Cousot-Cousot)
B, 7 S MU ELI ST | i emaiong | KBz RFAIRETKD ]
(CSHER ) _, fmClI — (1) Cuf (Ve Ord) CS DEAKRERL /=AY,

pfCl
[ f = cee w cee — RS L S
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. HEERRIEICHRXF—LIERAL ERTO
. (BEXEZIZCLTHNER - RELHEICRES) AMSD
Outllne . B5IC, KR -BEHROLALTRLIELIERALICE

« RRIZETEIEICE & BIEED
- RERRE ERNVICER (FBRER, EPAEAE)
SHREPDZ DTS A

NEDPI D .
(= EISH " RN &
-A ATHEHE) =

REEME T IRE, HENRIT ETLE - known formal
[Kura+, TACAS'19] [Phalakarn et al., CAV'20] % 51 (whitebox) unknowns
EITHEREE, E=&x U7 N unknown
[Waga+, CAV'19] % fl(Z AR unknowns formal
_ . . blackb
Y—FAN—27 2 b +HE - BERES %;degg SN | g
[Zhang+, CAV'19] % fic = unknowns
BENEER S X T L DL MR =R unknown

[Kobayashi+, NFM'21] % e unknowns formal
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(ETIVIRE +ERE) O—iKA

G({H, X)) o((x, 1))
* YBBFERI AT L~DEA
s ° ﬁ
* —HOICIE, ERMEHIBIAIZBFL TP O b RIS X T I
* RELCRHHP»ERIZL-T, BRTELV g)?ﬁi%;]i%aton
G({X,H}) G({L, X} v
* Bl : NATYy FeAdg—Fp=bv MDY YR - A ko (&f%f}lzk;)}‘l‘lj\
i ¢ - LL %L from [Casau+, CDC’11] NV
(FA—F= bt v+ 5H3EN) TIE, ELETEMEHIREREE . #@f@%iﬁ: Z7__.[A
: , LEHmMmOmME
* BEOF—-—F~F L 5IL0K REEICHEFEWN
* Markov chain, Markov decision process, ** e 7-7-L,
o \ :|'_I=§ E —_
s BETRENEORSL D (c, DEREEHES 5 I%%%%?ﬁmk
(At @A TR 2) 2 EFILEEDOYE
G>=2 &8 C<=4 && a>=2 e "EZ:E&:/Z T F.ZIA_I\)?_I
* 8534 5 4 — F = | ~ timed automaton® OK ‘%ii\%n%/\ ?%%}.ﬁﬁ
R BEREERD , , BT UVTD
* ERE MY, REoIlTVITV—+ AR AN HE L
(region, zone) TEMHRTE 3 -
. i ABEE L pmTEOsLL
* regIOFI, zone ‘iﬁﬁﬂ{@ Lb 7;' Ly KB EA— K~~~ & zone graph ﬁ\%lﬁc:éb 7‘“ L\ 7

X from [Daws+, FORMATS’06]



ETERSE, E=4VY>v 7

- (BF) ETIEE
c AN YRTFLETILM, 5 ¢

e HAO: MOEEDEITIL—ZA WD dEH-THLED

(Vw eLM).wE gb)
o EITHHREE, T=4YU
e AN VRTLDOEITIL—R w, 5 ¢
c BEHh I wH ¢ EBEZ-ITHLED (WE Q)
e EITECOEHHL? = no!
s ETADARE o EEROETO X TT CICHEREE

« IRGCE TBOFE=ZXY 7] lad-hoc BENE=%YU V7|

AT
S ZHIEA LAY T L

- AZIZLIFLITEXR (AKX, MONAA If [Waga+, MT-CPS’18])

D> NT =XV ANDERHPKE L,
SEEETES - ERERFEEIEE LV

« Timed pattern matching ($E5&HJI- % challenging.,
BT —X BHREEEXEZ Y TRHEARY R (F)
T . EERFRANATERER /-t b2 (F)

Gj.)((gear = 1 ARPM > 3500) = gear = 1 % ; 5, gear = 2)

£ £Y45.30
C 2928.56
B 2928.6

F 2928.8

E 2928.84
C 2929.04
B 2929.12
F 2929.28
E 2929.32
C 2929.56

Avoid Frequent
ear Changes e

~

)
Il
)

V
22 Al

ERATO
MMSD

Exec. Time [sec.]

Scalability of MONAA

Google
(~70k searches/sec.)

08 —mm @
N ——

B CAN —
(8k-17k msg./sec.) V\ Z

Large Hadron Collider
(100k events/sec.)

0.4 —e‘;/

10 30 50 70 90 110 130 150 170 190
Log length [x1000]

0.2
about 250,000 entries/sec.
— about 1G entries/hour

0

|MBP 2019
4
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EITEIREE, E=2 VY J
ERATO IV”VISD d)ﬁk%gi [Waga+, EMSOFT’'18] [Andre+, ICECCS’18]

« Timed automaton BisD A& L TRV HED

. 7r k~ k>
+ EfE t B5RfF 24 — F = F ~ timed automaton b OK

* EREOREL, RE-1T-TVITV—F}
(region, zone) TEHTE 3

* region, zone (3B PRE L » % v
X

. EERO=—X: EZXU YT OREHO flexibility
e HEEICATA—KEEE
s XFINEDT—2EED
« Boolean IZEES AW [REEAW] OESHEKS

« 5%t polyhedra & 2RI DOBRFRE % BK
« Zone HHRL, RFETEIE CTHRERME
o ZOEFEORTHEADRIBAIEENM - flexibility Z EIF T <K

o ETIVRENIERERNICK S setting TH, EZX YU VI THNITEAIICENE

[Waga+, NFM'19] [Waga+, CAV'19]

ERSTo
MMSD

[Waga, FORMATS’19] [Waga+, ICCPS’21] -

c>=2 && c<=4 && a>=2

BT = A — b~ b > & zone graph
from [Daws+, FORMATS’06]

8% 5 10 15 2.5 25




EITHHREL, E=4 V7 -
G : /T A—2{FZ timed pattern matching WMSD

[Andre+, ICECCS’18] [Waga+, NFM’19] [Waga+, CAV’'19]
(37 x—=2%L) IS5 A —R{TE
timed pattern matching timed pattern matching

« AT + AJ:
_ « timedword w=(a, 0.12) (b, 1.28) ---
= (a, 0.12) (b, 1.28) --- ¢ , :
W= (a ) ( ) o /NT A —Z{FE specification ¢ (p)
"no occurrence of ¢ for p sec. after b”

e timed word
« specification ¢
"no occurrence of c for 6 sec. after b”
) ZoW5 LEWE
- M7 . W %R 5 O HTS
- Allintervals [t, t'] such that « Al triples {p0, t, t'} such that cleose
w’s restriction w|[t, t'] to it satisfies the
spec @

w’s restriction w|[t, t'] to the interval [t, t’]
MONAA Demo satisfies the spec instance ¢ (p0)

« By a lapt : ParamMONAA Demo
y a laptop, ool Do X 10— - . » « By a laptop, Log (length: 25,137)

88996.510000

~/Code: d
B 88997 .020000
~ 1 I\/I A 88 a 5 . 1 K © e build — ~/C/m/buil
B txt € 99936
E 9993.64

Spec. in file

A 88! X . ~/Codes/monaa/build — ~/Clin/build — bash t
eve ntS/SeC :ca 88! 145.610000 <= t < 146.060000 T ooae% ash-5.0% ./pmonaa -s parametric -f /tmp/accel.dot < /tmp/Experiment3
147.000000 < t' <= 147.430000 t / 0 9994.24 -1 .tsv

D 88! !

¢ 0.940000 < t' -t <= 1.820000 even S SeC < Soas-28 *A + >= -6714, -25%A > -6509, 25%A >= 6464, 25%
R EEEEEEEEEEEEEEEREEEREE D 9994.76 >
€ 9994.8 RO

> 293

>= -16143, 25*A >= 15964, -25%A

0.940000 <= 2.120000

594.070000 = t < 594.400000

s —25%A > -24014, 25%A >= 23962, 25x%C

aaaaaaaaaaaa

25%A + 25%B >= 39622, 25%C > 39622, -25%C >= -39631, 25%A >= 39463, -
Sy

Result (Intervals)

Result (Intervals +
parameter valuations)




ETERSE, E=4Y>v o e
MEDODEREEE

e F— T b UEBHOILAELE L TERE
¢ EH-—XK (DELDOHRMR)
e ETILAE o FICTHELIES
e EFIILEEA undeciable TH, E=ZX U 7T LIELIZEMBICENE

- BA1 : BHETID;ER [Waga, Andre, Hasuo, ICCPS’21]
o BEECY Y 7L OREIIIREREE (TA)

« "bounding model” (T#HA) ZHAWTHYE2EE%HIE - false positive % HIlj8
X X
e

- B2 ¢ BRI iE
« YRATLETIVREAE., LAL, BRaEFREREZzATHETHLL
(A—H—FHB - A—F< b ICBRLTWB EFESAL)
o ERXABRE IR DT EFENZIEY — L2 ERk T

Lo
i) € [7.5,8.5]
& € [8.0,9.0)/

1
T € [110, 130]
& € 9.0,11.0]

(a) A bounding model M for the platooning
example, expressed as an LHA



Messages:

Outline

RPN ETIIRE, XK
[Kura+, TACAS’19] [Phalakarn et al., CAV'20] %

EITRREE, E=XxYU VT
[Waga+, CAV'19] %4

YP—FR—-—XT X+ +R/E - BEERIEE
[Zhang+, CAV'19] % 3l (Z

HENEER S R T L DREEIREE
[Kobayashi+, NFM'21] % 1<

(= EIHH
AIBEE)

ETFTILE
(whitebox)

ETILRE

blackbox
ETILD M

=

E‘Bﬁﬁ’ﬂ
ETFILE

F—be brEROICASEE L TOE=ZRZY T
EXxlto=-——XH K

Polyhedra #i5R (& atEE) CTERRME - 7—2H 3 LT 5
B ERREC AP 1L W) EFRDEE

known
unknowns

unknown
unknowns

unknown
unknowns

unknown
unknowns

formal

formal

testing

formal
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H—FR—=—XFRX b +HE - BERBIIEED

Search-based testing

(aka hybrid system falsification)
- Active search for counterexamples
- Incompletely but efficiently,

by reinforcement learning
- [Zhang+, CAV’19] [Zhang+, EMSOFT’18]

e P —FR—XFT X}
[fEBRWASTZET ]

«c VAT LIZTZ % JhRy 7R
« B UWHAD OHREBAICHEE, (FA4F]
. J\ﬁ%@/@iﬁb’(? I LA

2> AZba—YXRT4 7R GELEE, ), #BLEE

* Hyb”d SyStem falsification (}i'fﬁl /_:5@ [Fainekos & Pappas, TCS'09]
- (B d] ZHREBEXOEAETERTE
s EENEKRE T, MWENZTTE 1I:®EE’JI%§5U:Z§?§%




ERNTE
MMSD

Hybrid System Falsification

* Hybrid-system falsification: logic-powered search-based testing
* Goal:

: gnal W pOX)
find u such that the output M(u) input ST e D o
violates the given logical specification e

¢ Enabling tech n0|0gy [Fainekos & Pappas, TCS'09] = -

- —

quantitative robust semantics o
=> falsification by optimization
=

@ more robustl
true
true

>
input *
false less so!

time

climb down :)

Satisfy the given
logical specification, such as

28 RRUDS® e 8o
RS
4 \ LINERE
1 gy 1
g il
{ il
1 e
§ o d— W,
- | - é
T, 51 e
S M
4 2 ®
) I :
| :

quantitative
i : ??
Boolean semantics robust semantics O(req — <>[0,3] res) 7%
— S
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ERATO

Exploiting Logical Structures MMSD

* In hybrid system falsification (and statistical ML in general),
efficiency comes mainly from gradient descent (which is continuous)

* Question: can we also exploit discrete structures for efficiency and explainability?

* Example: hierarchical optimization scheme [Zhang+, CAV'19]

« Given: a black-box model M and a specification [17(¢1 V ¢o9) .' Multi-armed bandit ~|
« Goal: input u s.t. M(u) violates the spec g oversubformulas ¢1and 2 1
;

: Pure exploitation ]

gEm EEER=EN Pure exploration ]
I “made this 1 ' \ ;
' much 1 .1 2 L
' progress for 1 _ , e 7 0
: o : Discrete Optim. I Which formula ' I
‘----“ ."((p10r(p2) : ' :

[ Restrict © to try to falsi '
OMaIN  # gtochastic gradient descent e

. 1
, . :(such as CMA-ES) @ @ @ [
Continuous Optim. oy .

™ S for input that violates @i
\ 2




Y—FR—RTR b+ +HE - BHREE

AR DR & ‘2

. r;ﬁﬁigﬂﬁ\ﬂ:
+HEREI A X1 —YRT 40 R]
EEx-Fx-fENDET—<
« [Sato+, ADHS'21]:
FlF T T =Bt CiREBEE = fER,
GRERERZ K ML
o [HEETAI+EREAL] (THEL
« ETIHTF L OHAEDHHE

[Waga, HSCC’20] [Shijubo+, PPL'21] [Okudono+, AAAI'20] [Gutierrez+, GECCO’20]
s ANZHALEDD, ETLZFEARA
R74 bRy 7 XML
« EUETILTETIVMRET S 2L T
RBIAA=HETE

« EXLRANRZ

(3%, Volvo, Airbus 7 EH HHEAIRE)

M#M

witnessed by o

ERATOo
MMSD

Search-based testing

(aka hybrid system falsification)
- Active search for counterexamples
- Incompletely but efficiently,

by reinforcement learning
- [Zhang+, CAV’19] [Zhang+, EMSOFT’18]

No

(e.g., L* [4] or TTT [27])

Automata learning of M # M is
black-box system M witnessed by o)

L. 4
‘a Mealy machine M

Learn

Check i~f . Verify if . Test if
M=M MEQ ME-y MEQ | MIEgis
(typically by by witnessed | Witnessed
testing) model checking | by o by o
| Deems M = M Yes |
Deems M |= ¢ M £ ¢ witnessed by o
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Logical Confinement of Uncertainties

* Need to cope with uncertainties

* Physical environment
(rich interface)

* Numeric optimization

* Data-driven decision making,
statistical reasoning

* A related big challenge:
reconsiling
logical and statistical reasoning

* Obj.-level stat. reasoning:
NNs in CPS

* Meta-level stat. reasoning:
testing

* Meta-level logical reasoning;:
safety arguments and proofs

l:' D MMSD
subsystem subsystem
f
uncert
component . .
ainties
—

component
l module

A ADB
B

Statistical reasoning Logical reasoning

. Errors in .
Allow noisy data inopjt Axioms are absolute
Correctness| Logical guarantee
No guarantee of concl. (mathematical proofs)
High Scalability Low
Automatic pattern discovery from data Manual preparation of axioms
Low Explainability High
Decision making by “weights” Explicit deduction processes as proofs
Statistical ML T Logic programming

Neural networks, regression, ... (MOSt) human communication
’ ) 28



ERSTo
MMSD

Logical Confinement of Uncertainties

ML Component as
“Super-Sharp but Not-Totally-Reliable Colleague”

* Often super sharp
“Wonderful idea! How did you get it?”

* ... for no clear reason

“It just came down to me...”

LSD - Genius ft. S}é, B_iplo, Labrinth * and not always so
“How come you made this stupid mistake?”

* Great to have one in a team;
you don’t want all to be like that

29



ERATO
Logical Confinement of Uncertainties G

ML Component in / \
Safety-Critical Cyber-Physical Systems

Towards safe Al and XAl...

* Take Its opinion « A common approach:

with a pinch of salt examine the internal
working of Al
* Suggestion, . Here
iInstead of decision safety envelope,
A logical confinement
Extreme example:
[proof check ] \ /

* System-level
assurance

30



Logical Confinement of Uncertainties

safety Layer

/ \ limit operational domain /

feedback specialize search space /
control input / ....

function layer /
statistical ML component /
uncertain environment / ...

ERSTo
MMSD

31
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Messages:
WBEZTEST-BWLWANTEL

Outline

B 4

RPN ETIIRE, XK
[Kura+, TACAS’19] [Phalakarn et al., CAV’20] %

EITRREE, E=XxYU VT
[Waga+, CAV'19] %4

YP—FR—-—XT X+ +R/E - BEERIEE
[Zhang+, CAV'19] % 3l (Z

HENEER S R T L DREEIREE
[Kobayashi+, NFM'21] % 1<

(= EIHH
AIBEE)

ETFTILE
(whitebox)

ETILRE

blackbox
ETILD A
=

E‘Bﬁﬁ’ﬂ
ETFILE

——XK, RERES. b PTnIHE
i & MERBELDEAEHLE., BENEELIZL—-LT—7
[ THED S DFRERE CA®] & HEE

known
unknowns

unknown
unknowns

unknown
unknowns

unknown
unknowns

formal

formal

testing

formal
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B )& $Kﬁﬁn®iﬂ’,zlz £

ERATO MMSD IZZBEMRDER|1R L, LAY PTUNF 7V D1, BEERMTRTICEERRES

Sz onf-BEEGEDOZE RN’ BIEZE
(BHoTEZREITAR W)

. —— BERICER LAWY, BR%E5FTEE LETE > BEEER
i%ﬂfﬁiiiﬁﬁﬁﬁ% (+Eﬁl}ﬁ, RIRESR, ---) OTFEREY BH

! + N EEPEEIN TR o ZLDDENIRBIEIETEENDEBET v 7.
FmICIEHE > BHAS Lo TEEEEICAY IC< W
RRREEFICEAWS Y 7 b7 - S RTLERH

ETEICEMET B N—FT T -
V7 b7z T ERERE

HEPEEES X « RSS (Mobileye/Intel)
: BE&EeR > X _ - - |EEE 2846
sip-adas — o HMI TLD B . EEIRARIE

ME - S8k (TU Munich #& &)

[ i
BENEHLA Y F v —DIFEAL,
Waymo, Tesla, pony.ai, plus.ai,

et T — & (S
£ 32K
Hl;

IEE/J uFFEl |:|
J: HREE |$T%
il

Oxbotica, Tier IV, ---
ZAKDEYEAEL I B HICES . [FETXXT A LB ERLH]

. [Z DRZEBTIEY R T EHLD
wEb] zHRrTEHL

TARMIED
EMREE

www'.pegasusprojekt.de UL 4600
ERATO MMSD (ER Y #8% D5k + L Briand (Luxembourg) autonomoose
o LM - EHEUAENIDITE (o BENEGEZ/EIHR) @ Wate”oo
- BEEGZEMOREBENRIE (R0 O00EE Y - RSS, EREMR, IEEE2846 1Y) (& Hit7—%, T X ML B1REL)
- V7 LU TRE BT RERICEO, HBEN - EHEOWE (ERATO G2)

TRAMPEVRTLEBELLZREICHE (F)V—7 2 @ Waterloo, EXFR7HE) = ICANDEGHE S FER
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BEnhEis R ORENER

7'7 |_:E7_“ll/'ﬂ$7r_fﬁ 730)’@‘5'@&71_

- 4@%&

"safety case

=ﬂ%)?@<

77

BETHDH I L DRERN
« XETED duty of care ZER7-L TW3B Z & DML

o BIROBRICIX

B &&E s

n D E A -

i FF nJ-.E

safety argument”

FamDOEA LT

X, Witz W3 Z & CRRDEENESIC
e [TRIMNERDERR] LHbEZONS

ﬁ%iﬁiﬁ¢ﬁu
+ 1SO 26262/21448, UL 4600, |EEE 2846, -

o (2018FEDHELLFFE hype AL
o SWIBAEREL - FmiWIEBAEEF - TWS, IL—IILR—XADEE

B

F#ﬁvaAwaélit FTﬁEb\éJ O

ERAER 2L (] BEhEES.

U o A
RECBET 55 ?

BEHC I RRALA? P

BHRSE = 7Y v, HENER
Bl :
© YEIEESZT L

%Em%ﬁ TLLREBM DR IFRE

0 &ﬁ%é

iAtk%@@Ei n)

PERRAT
UL 4600, IEEE 2846, RSS (responsibility-sensitive safety)

ERSTo
MMSD

}TE ReWEBFOER L L TRERNICIEHA

* Bl
7077 LEADFTERE SN D RBHOEGRL D
T, ZORBBVEHRFHICER (ER) TZD

aaaaaaaaaaaaaaaaa

.....

THEIrEZAETT S
EH 2T LDORSHREE
ELSFrLYY

) con 2l
:’35\\ = © Y7o aTHEORASH (L

TR D ﬂﬁ HAA

R
o Joinacop L pEnopa
P o o quonooaf g
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JJJJJ R Az oescs)
RENTENBEN B
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Our Approach:

Decompositional Proofs
with Open Assumptions

e Goal:

a decompositional formal proof for ADS

safety

* Rigorous. Mathematical correctness

* Uncertainties confined into
open assertions,
which can be tested or monitored

* Can be refined by further efforts

proof/model
refinement

l Safe in S;

Safe in S;

* Tree-style arguments are not rare...

but this one is formal
with mathematical correctness

* Ongoing collaboration with
a car company & Waterloo

Technical element:

Event B and Rodin ERATO
Formal modeling and verification MMSD
framework
Allows iterative refinement
- suited for accommodating partial
proofs
A technical result for accommodating
uncertainties: [Kobayashi+, NFM’'21]

N Open assertions (unproved subgoals)
= tested offline, or runtime-monotored

Safety Safety

subgoal subgoal

2111 2112
(XX)

Safety subgoal Safety subgoal Safety subgoal
211 212
(XX)

Safety subgoal 21

Safety subgoal 2
Safety subgoal 1

ADS is
safe in S,

35



ERATo

Logical Confinement of Uncertainties NG
Safety Safety
subgoal subgoal
2111 2112
(XX) .
Safety subgoal Safety subgoal Safety subgoal asan | nSta nce Of
211 212 213
(XX)
Safety subgoal 21
safety Layer
(XX)
Safety subgoal 2
Safety subgoal 1
limit operational domain /
(XX) DS is 2 feedback specialize search space /
safe in S, control input / ....

function layer /
statistical ML component /
uncertain environment / ...

36
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Decomposmonal proofs with open assertions A FRIERIEREL | T IE
Event-B & Rodin (Z & 2 ETIILOZXRRBIFEMIL LB

OUtIine : smIERYEmAL, JL— LN — z.a)gg/i\li{%

RPN ETIIRE, XK
[Kura+, TACAS’19] [Phalakarn et al., CA £

EITRREE, E=XxYU VT
[Waga+, CAV'19] %4

Y—FR-—X7T R +RE - B 45
[Zhang+, CAV'19] %flIc

HENEER S R T L DREEIREE
[Kobayashi+, NFM'21] % 1<
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(= EIHH
AIBEE)

ETFTILE
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ETILRE
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unknowns

unknown
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unknowns
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unknowns

ERNTE
MMSD
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formal

formal

testing

formal
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ERATo
MMSD

TEDSICHIETEY 7 b2 THEEF

« REAIDODHLETDOY 7T
> AR aA—TDILKRH W

E:3

- WENER - FEREEINTDH

BHDOHE

KL BWAH]

x_.')\o\') F\Eﬂ 27T
A EENRIZLWTL &

2H. L

RN E T IVIRE, FERRIREE
[Kura+, TACAS'19] [Phalakarn et al., CAV’20] % f5i

EITHFIREE, E=X Y>> 7
[Waga+, CAV'19] %4I/(C

Y—FR-ZF R +HE - BERHIEE
[Zhang+, CAV'19] %fllic

BEIRY X T L DEZEMREE
[Kobayashi+, NFM'21] %1

ETFILE
(whitebox)

ETILRE

blackbox
ETLDH
=

EHY
ETFIILE

DI

@ Explainable Al (XAl)

VY7bh0x7T
T

f T A b EEmERIRERA D

iy

Safe Al FTEHIZICHIET B

Y7 b T7RE

L A /an'|"%cl:|(‘: HEM D

. Al iy

K\ﬁ%MF—

ERATo
MMSD

S E R

TEDSD | mirsis

known
unknowns

unknown
unknowns

unknown
unknowns

unknown
unknowns

formal

formal

testing

formal

TEBHYNEDTIVE L EBE
BET 2% EBFHLDA, BEZEMNITFILI L, —H#EIC

(fek D)
VY7 bz T7HRE

- RFERE (BHIR) B&E$. tEv s

def

factor al(n m) :
"This is a rec ve f ctiol th t
t elf to f nd th f ctorial f give

return num * factorial(num - 1)

alls

number™"

PHERLELD !

—BB (ELIEMEFICAT, twitter @lchiroHasuo)

CBIE - RENSEA L RSB,
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